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(54) NETWORK SYSTEM AND COMMUNICATION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a network 
system and a communication method for enabling 
required data communication between communication 
object equipment on an intranet side protected by a 
firewall and a management device connected through the 
Internet. 

SOLUTION: In this network system for performing data 
communication between the communication object 
equipment 1 connected to an internal network 5 
connected to an external network 3 through the firewall £ 
4 for passing through only signals corresponding to a ^ 
specified communication protocol and the management 
device 2 connected to the external network 3 for 
operating the communication object equipment 1 or 
monitoring the operation, the communication object 
equipment 1 adds data to a request corresponding to the 
specified communication protocol and transmits them to 
the management device 2. 
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[S*#«ll ^©jlff^a h=«/W^5fS#ro*S:ii 

v > is * © ®ft & Ks-t 5 1 ase t © si t\ 9 s '- * ffiff 

&ff 5 fcft©^7 h v-^X-Milfc^T, 

[»*92] 1 !E«W* y h!7-7 i/^fA|;Jj 

M£9flm4MWSil. MfEU 7^* H&5gfflfticgff 
U 

ffifataggii, ffiiEy*^* hc^l-c, ursaflttt 

££ff Lfctt, fflfEfcStwilfi^n h3;W:1S5y^ 

^7s HC^x-^S*tC«5x-^^#tTHf[ffi i ff 20 

A. 

ilff*7 h7-*£&fflLT, iWIEilfftt^SltiifjfE 
ta^g £ © M-er - * iift £f? 5 fc ft ©It * feT-fe 

-*i!fi£fT 5SB1 ©*r 7 7°i, 

itiiEfagfi^\ ttiffiy 7^* mc^lx, ttifeiiff*t 

£gffL/ci#, HUl2#*©ii{fyp h3/KCi*5 y 9 

5 IB 3 © * T y -f t * ^ tf d 1 £ «f» t "t 5 ii ft * 
[fMgU] 1$fe(Dm^7i-/vrci^.^ii-f-7 7-rT7^ 40 

P^T*, "r-PffiiZftotcibo*-? VU-9 "s^tMz. 

i!tilEaff*f-iM&2§tf, itufE^©!;^-/^^-:^ 
8sttLTitff1-5Ct£«Mf t1-?>*7 b<7-^->7r 
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x-^g*&^tf ga^©m^-/i^ s fcHtf\ 

-^S*(c#S7 f -^S:«^P t -/Hc^f+ft^f-r5 

T*f- zmmzftbtz ft © iiff 7J?i-cfc o x , 

ftJfSff a^S^mlEilff 2*ft«»l::*H- 5 t- * £ 

* ¥f®t is iiff 2ffe 

[0 0 0 1] 

[3gW©JS-f5g»Ir] #^(4, A-yf/u^y^ 
(EAT, /<7=<y>v^) ©iS&ffft*;*;^ L 

< (Itagfi^^iiff^S' h7-7^^UT7 P t3-fe7.$IJ 

«§§© «fc 1 fta««*«»o»ff^«a*ff h 
!7— Pi/XT At, ^©J; 1^7— ti/^T-ls-Q 

[0002] 

[^*©Sfff] h7^ -7 hSrfflVN 

flfrot-Fy-i/ayMt't, iiffSffi£*IJffl L 

© eiftssfi t ^sr*, iaffl © o s *m v ^ -c wtm^mv *j 

[0003] ^©i ^Tiiiff^lcfcv^T, -fy^-^ 
LTV^5-f y ^7^7 h©i^^rtgB^7 h7-^-^© 

T, F*?^-7 \-V-9hK%*y VV-9 t<D 

mc? r j 7 v *-fri>mv btix^z* yj47^± 

-/Hi, i&girl-STyy 9--i/3^hZ>Wi>&gb-f 
%7>t2 h=>/V (MiliTe 1 n e t, FTP4Jf) SIC 

^v^o ^>3/^Sriiii$■ti:7'^^^I P7-f/v^!)y» 

^ cdt^ ir7s co^.(cSi*1-5 i 5 1- Ltfe <ril: 
±5. rt§R^7 h[7-7©S^:^Stf*-t-5t©T'fe5 0 
[0004] ±ji©i9lcl|:ffl©SH^iSfit^ST$)5 

h 7^ y h Lfctt»JSg^©aSIC7 7 ir 7 Lfc ^ 
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[0 0 0 5] 

/v* y y ?'«f^ £{f ;t it y r 4 r * -Mz a* fix 
L**> Zbtf%tb>Xh6 0 irftfrh, 4>Vy*y\-\Z 10 

[0 0 0 6] #3693©B«fi, ±lE©«fc5ftSfI#ft«l 

& t <£mmw t © m x^m^- ?mis z*im t -r 5* 

So 

[0 0 0 7] 

[«S&«Kfe1-5fc»©^«] *fS9J©SBl officii. 20 
7-^i~$^L/ca{f*t#Mi:, b?-^lc 

[0008] 2 ©iB«-eB:. aft *f*«stg 

y H^sfflWiciift u ta^ttii, Si^y 30 

u ^ # v ^ x fi f '— 9 S * :6 s ft v > c i £ * "t* i" * # y * 
[0009] *%W<DB 3 officii, afsM&BISgi: c 

747V*-frzmncmi9*'y vu-^^m^x, 40 
aft#&«sg 1 1 a^g t © n t?x- * aft 5 it * 
oig*Sf*ot. aft*t*ai«As, tasst^^u 

T#S©a{fyp ha/HCftS y^i^ htCT-^Srj^ 
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zbmmb-rz, 

[0010] #fgi7]©fM ©fi«t±, 4#£©«i^-/v 

mmLxmmM^m^m^L^^t^nmi^m^-r 
ztmmmkofflx, x-*a{f&fT 7 
-^•>xrAicfc-v>T, m\mnmm\±, w^com^/ 

[0011] *%w<dw, 5 (Dmmx'tt, mmmmm 

[0 0 12] *^§^©»6©ffi«i±, aft»*«^t^ 

y>flEb, #*©«if L y-^©^^a-t-7ri' t>7*-/v 
*as:tttfflft* v v v-v lx, mim^m^t 
tags t n ^ -ex- ^ a it 5rtT 5 /t * ©afs^ifeT? fc 

^miz<T>n^j-->^mt-th%\<F>?< = fy7b, m% 
tt%mmmT/-^% i &.i9&fc%2<n7. : ry-7b, a 
tsttMi®mmBT-?mmc&z>7 i -**fattLttn 

b-rz, 

[0013] 

utmjkmhm *%wiz£mz, afs*f««stt, 7 

(^JxJ^ HTTP7"dM^) |c^7 y 9*-* hi- 

T-^^*#Lx^ffi-5„ lot, ta^Btt, j> 
h©i 5ftrt§B^y hy-^*y>L-c, ilfffttM© 
*SiJfM© «t 7 ftfflfll»*«»Oliff-«a«:ff 5 C 
h&Sft LX, m%V>W&*v V 

V\ «§§©^ffi^ffiSL, /77ty7f-t'7«? 

©f+PIftirlcSiJTSC t^t?t 5o 
[0 0 14] fflft*r*»g 

n> femmz'gmgimizy t^xhttmia-tZo tag 

B(±, r.©y hlz-tf-f&uxtfyxb lt, am 
(S1-5, *L"C, fflft*f*«ST?«, 7*-^S*Sr^f 

^ft-rso fifo-r, ta^fitt, aft*f*«^^©« 

fflWfty hl;^t5l/7^77iLT7-^St 
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[0015] *%w<Dm<DMmx*\i, m^t-^mtm 

fe<Dn^/-MZT-*%ffiMLXm{t-t6e lot, 
fagg!4, 4>9-*y V(Di.*>t£ft-U*y YV-7 
> Yy^y Y<D£vt£\ftU*y hc-^lcgjji-^ 

T-^^^#Lfc*^-y-/^ji{i lt, aft *t#5« 

[0016] it) iiff #««I4, 10 
gE3fe©*^-/i^fo5^^££ffl«lc5fcMU t 

[0 0 17] #3gW©Hf;:5§iJ©«M«7?|4, fS^B^ii 

*©f-^S*l-«47 f -^S:aS#Ut«^p«-/i'S:^ 20 
flH-5. lot, fagSfi. iIfa*Mfe**©T-*«: 

[0 0 18] 

ixmommomm mm, *mmzmi&-f5*y y 

^iy^xAICfc^Tfi, HTTP^o ha/Hd5 y * 
31* Hc^-^SriSf+UTaift-f 5fc»©HTTP^7 

n-5©i5*iift#**|«l t» Cft£«f£L!£^»4 30 
^©SjftS:lg?jH-5i : aSmi: LT©/<yny2i:e, 

SWCiift^Ifgl-^$n5o ay2lC»4, HTT 
Pi?— /^|g^«$HTV^5„ 

[0 0 19] SIT, 7 7 4Tv-*-fr4%m\C, -<V9 

-* y h 3 «£*MtiJ, 7r-f79*-;V4 -eflMI $ ^5 

[0 0 2 0] 77-<Tv-*—/l'4\X -ftUNIXt 
ftSftS a yt°3. 9 , h 3%m 40 

Et3 b/t^E^«A^if75^-r >• Y7*y Y5\cmmttc 

/I- (#J;L(4\ HTTPT'Dha/V) left 5 ft^W^Srii 
I P7^*y v^#fgSr*i"5o 

[0 0 2 1 ] 02J4, iE^x-fT?*- /V4£il3fi 
^■©7°n Y=>^t LTHTTP^n h ^frZWlfe Ltc% 
&<D7 74Tv-*-fr4<DMj&%m-f< > 

[0 0 2 2] HI^©77^T'>*-/V4(± N ZtlZWfK 
Ltz^yYU-7 (C©#£\ -<>?--*y b3RVH 
VY7*yVS) U\C*y YV-7 4>97 ^-^4 50 
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l&tM 2£jyiH-5i*tC, HTTP7"nF2Htp 
ll-fSfcfeii, 2 0©^y h!7— ^-fy?7i- * 4 
1, 4 2ffllC, iiiSLi 5 t-f& V 7^7 YRXflsZ-tf 

>7.%mfe^ifccx7jA7 y >7'-tz> i p7-f^ y 

[0023] ;©IP7^/V7!J y^gB4 3 (4, -TV h 
h 5frb4>7-*y Y 3— I4HTT P7°u Y a 
/KD^&ilU -fy^-^y h 3^ib-Y y h7^y h 5 
— 14, ^^©HTT P7°p ha/VCO^^a-fj; •?l-ag 

[0 0 2 4] -jttfc. itffl^yh7^7 

h 3 t©ffil^B$^fc7T'fT^*-^4}i, 

3ffl) iCftitfcHTTP y YO'ifry h £, :© 

HTTP!J7i7 YlCtt-f 5HTTP U^tfy*©^ 

©*S> h7-^±IC&5HTTP^7-rTy h«fg 1 a 
^iifc^f M 1 ©«!f t5HTT P y 7 H4, 
^flji- S>5^ y a y 2 i'fijf 1"5 ^ £ #T?# 5o tL 

-c, r©HTT p y f i;*tts y^^y^ro^ 
* h y a ^ 2 a»6 rt(ii©*r*«» 1 (-est 

[0 0 2 5] ftfc, — 7r-rT'7*-/W4!-J; tl 
/HE3l«ll64a (08-011) *flt^.TV^5wt*s# 

[0 0 2 6] 13 3(1, ^'7='y2i-fyh7^5'h5l: 
b&77'(T<7*-/l>4&lfrVXm 

it&froW&TFLX^Zo mijioiol-, ^t*«^i 

14, HTTP77-f7y h«fgl a^lLtfcl, HT 
TPU7x^ htUT, GetMPos t^VyKI: 
^^ft/'cV^7 :: -^5ri5fttT^^y3y2-i*^f1-?>„ C 
©HTTP y hl-*rtT^°ya>-2^jIfti-5H 

TTpy^*y^ii, ii^©J:5tc7T'CTi7*-^4 
Sriiig-r5©-e, >tf#M&§§ll±, ^7ay2i>fi©^ 

[0027] ;:t-/yy Ki (4, 7*- a 

5^) frbWe b-y--/<±.Xmifi-Z7°v7'7M. {?— Y 
"9 3-4 7 7 V 7° hX(4C G \ 77 y 7° Y —WS 
£mZ,Jjm<DZtXfo<9 , "POST^yyK" t "G 
ET^y-7 K" ©2«S^fe5 0 POST/yy KI4, 

4 (XliCGI) x^y^K^it^A^t LXBtlim 
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firas:*- ^«coy- h^-r (xbcgi) ^^yy 

gi) yyyyr-en, :^Si^l(:^t^7t- 

[0 0 2 8] ±^oi9(c N SiBl^°y3y2^ 
HTTP !i h ^rSfg^'S Z t\c£ty s ^7^2 

tt, 1 i^t6f-^g*^tHTTP 

6f-^»ttlfc "HTTP POST" /VyY<D 

X — ^ t L"CDATA1=1234, DATA2=4567, DATA3=9632, DA 
TA4=1234**itSf+UTV^5 0 
[0030] HTTP POST^yyKti7B, H 
TTP/p b=A><D^iyjrM (1-5) , £6fr (6) 
&^ 0 y3y2^ft-t-5T-^S:fB«Lfc*i (7) 

[0031] — y^ff (i) ttev^r, posTfiy y 20 

S> KSttfL, host, yamatake. co. jpfl, i£ "9 5fc (I P7 

[0 0 3 2] (2) f4, 7/^7^^ (yn^yf 

[0 0 3 3] (3) tt, ^{f^O I P7 KU*Sr*LT 

[0 0 3 4] (5)te, hfrt^LT 

[0 0 3 5] M^m^ 1 J&S»*y a y 2 -^ff1" 

5T-^£SsttLfc "HTTP GET" 30 
jtO«Sr«UTV^5o ^ ««1^7r^ 
7^t-/H(7)Mi]^t7T^7^t-/M5:g6L 

(host.yamatake.co.jp) iJ^nvyp (command, txt 
^577^) Srft#1-5ir#(0HTTP GET^y 

/fry h (host.yamatake.co.jp) fi, command, txt <t I"* 5 

g e t y y 

[0 0 3 6] 126 f£, #t«lMTTPy^Mh 
I - M 1" 5 / * y a y 2 <D v * # y * co n X 0) M £ ^ L "C ^ 

[0 0 3 7] 06 (a) 14, ^°y3y2is^isii: 

[0 0 3 8] El 6 (B) fit, ^°ya^2dS*f*«ISll- 50 
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*t LTlEtifflSO 7F> * <m000#ife$> & 4 o£>-r — * 
[ 0 0 3 9] 13 7(1, 4>?-*y h3±<D/<y^>2 

[0 0 4 0] #&4ft8m, ^y3y2l:#LTS»» 

chttp y y^y h&mit-r&o ^3^211, rco 
y y^y h^stt^, WAifWftaisi^T-^SrK 

^OM*5r^i-HTTP UXtfl/X&ft 

*&http y y^y M-^ur^ya^^Sfsi- 

[0 0 4 1 ] ^©£51^ ta$ix5ttlo*t*ttlSl 

f 11^)^° y ^ y 2 ^^wch t t p x ^ h 
10, ^rttflisKo^-^srJijimu #*a»i©»fp 

[0 0 4 2] Wi:?)J;?tc, ^«Sll:HTTP?7 
-f T>h*fgl a£|g£rr5ri(ci;^, 77^7^ 

9*y h 5lcS»LTV^5»ft«»l fc, 77^7^^ 
— /U4 0^MaK*)5^y= 3 >'2 fc^r — ^©-^fjRU 

[0 0 4 3] 0812, %H2<DWtSM<D*y VU — fi/X 

d&^-m, s^y-/^iifi«itg^fc5SMTpy 5-r 
ryh^fgi bMPOP^7>f7yFiii cas«F« 

It, r*L*»fPL*V^f4*©HifPS:Kai-5»SBS« 

h 3St/77^7^^-/M^ft$tf^y h 
?*yh5tj:5, m^y-^f—^6 5r^UTffiS^ 
-eiift^Iffil-Sj*Six5c SMTP (Simple Mai 

1 Transfer Protocol) RFC 8 2 1 tfl¥lt^ 

^fcffiBW-r-y-^e^^ h^/v-efeSc pop (Po 

st Office Protocol) ifi, RFC 1 9 3 9T?tf^t§ 

[0 0 4 4] 77^7^^— 4W7*yY5 

tl^o ifc % S^y-z^f— /<6(1, Milt ^*co 

[0 0 4 5] B(jaicoJ:9(-> ^3^211, iili^f 
*»io»iSXWIR**Ufcdk»o**T*9, 77^ 
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[0 0 4 6] 0 911. 4 >V7*y V 5IC»ittfc«* 

Wit iff. 7r-f7i>*-^4^uf-^^y3 

V 2 -^ff -T 5 ^ £ 0 X fo 5 o 
[0 0 4 7] *f^a§gUi, SMTP^p h=>/W&{£ffl 

IrF-y — /V^yay 2 ©<l^-y — /Hf— (EI** 
■f) C|ESi-5. ^V=iy2(±, C©m^-y-/v£g^ 

m-rc ticio, i vm^-* -Mzmn itf 

©gcou^^y^^^ff-f 5 0 *f*««ltt» popy 
hWtti cjctfj, i^jfly^fcSB 

[0 0 4 8] 01 oii, ^io/<yny2Wy 20 

[0 0 4 9] IflW-, /Ny3V2fi. 
ff-fSo /HI, 7t'TT'7*-/V4©«^- 

-fr&mmztix^zt^fr&mmu i#5fc©«^-y 

^2^f>w^*|c^57 i -^Srm^^-/Hc^#L., S 
MTP^'TTy hflttfel bi' J; O^y^y 2^(11" 

[0050] 011ft, ^ft»*ll:SMTPt-/«« 
£*1-0T*fc5„ 

[0051] 1 1±, w^-y -^mammx-hz 

SMTPt- ^$ffil dlCiO, Sff Lfc®i^-/KC> 40 

SsftU SMTPt- '*»fgl dliJ;»)/<y=i^2^ 
[0 0 5 2] i:j£©J;5l-, tt%.m$£l tm^^-^m 

immt LTSMTP^7^7y HSfcfH 1 bSt>*POP 
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TV c#VMiSMTPir-'<*t6l d£ 

ffiz.5Z.tlZj: *) y /<y a 1^214, M»iott5 

[0 0 5 3] HT-y-zvcoScttiLii, POP^7 

-TT^ h©^ttiLfc*tf-?&< , IMAP (Internet Mes 
sage Access Protocol) ft i:"©{til©:/P h^/W^ftffl-f 

[0 0 5 4] El±©<fc5l-, yT-<Tl7*-/V{;{Sa$ 

^fc^ yh7^yh WftK-f-saHWcji* try y*-* 

[01] iift^ifeS:Sll6i-5it»w^y hy-yy*r 
2»©*j5££*1-0o 

[0 2] yx-f T>7*-/Kop^g|5flt^Sr*-f0„ 

[0 3] /Ny=>Vtjiff»*^Sgt^iifa^ff5MS:* 

■T0O 

[04] aft nmm&'< y => y^sHt -t 

# LfcHTT P POST^yyK©IJ©M^t 

0o 

[05] a{i##M^ y = y^gfg 
ft LfcHT t p GETy y j/ K©l:5:©W5r*-r0„ 

[06] HTTPU^x^ hc^ts^y^yroi'^'f 
y*©«:£©M&*-t-0o 

[0 7 ] A?y 3 yiSii^t*fft«S©7*-^S:S»IWlcift 

[0 8] m2<omtewv>M{gi?&zmmi-z>*y vu- 

y v-^rA©^Sr*1-0 o 

[09] aflrswaw^-^sr^y =» y^iSft 

£*-f0„ 

[010] ^yayasfflftttfcflSS©^-^^^ 

[011] »{t»#5«s&icsMTPf— /mm&m*& 

l-aflW**««, la-HTTP77^f7yhiE 
1 b-SMTP^7-1'7y M^lg, lc-POP^-f 

ryUE l d-SMTPt- '*»t&, 2-^'ya 

y, 3->fy^yh, 4-77-f7^*-/K 4 a 

••■m^-y-/t««f^ 5--fy h7^^ k 6-«t- 

y-;vf— /<, 7 --HTTP POST^yyKti, 
8-HTTP GETyy->Kfl 

y^©ms:, 4 3 ■ • • i py^f/wyyy^pRo 
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FIG. 5 
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GET http://host. yanatake. co. jp/command. txt HTTP/1. 1 
Proxy-Connection: Keep-Alive 
Host: host.yamatake.co.jp 
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FIG. 3 
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POST http://host. yamatake. co. jp/ HTTP/1* 1 
Proxy-Connection : Keep-Alive 
Host: host.yamatake.co.jp 

Content-type : app 1 ication/x-www-f or *-url encoded 
Content-length: 43 

DATA1=1234&DATA2=4567&DATA3=9632&DATA4=L234 
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HTTP/1. 1 200 OK 
Content-Length: 12 
Content-Type : text/plain 

NO REQUEST 
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(b) y*— -yg*a*»5&£-g> u^^^x 



HTTP/1. 1 200 OK 
Content-Length: 13 
Content-Type: text/plain 

READ 1000. 4 
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